
Pseudorandom Functions,
Linear Codes,

and Substitution-Permutation Networks

Youlong Ding
The Hebrew University of Jerusalem

[DJK’25] A New Approach for LPN-based Pseudorandom Functions: Low-Depth and Key-Homomorphic

Based on joint work with Aayush Jain, Ilan Komargodski

[DJK’26] Logarithmic-Depth Pseudorandom Functions from Well-Founded Code-Based Assumptions 1



Pseudorandom Functions (PRFs) [GGM86] 
𝐹:  𝒦 × {0,1}𝑛 → 𝒴 
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• Efficiently computable deterministic function

• Indistinguishable from a random function



Learning Parity with Noise
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+⋅

𝐴, 𝑠𝐴 + 𝑒 ≈ (𝐴, 𝑢)

𝑒 ← 𝐵𝑒𝑟𝜇
𝑚

𝐵𝑒𝑟𝜇 = ቊ
1 w.p. 𝜇 
0 w.p. 1 − 𝜇

, , 

• LPN: samples of the form 𝑎𝑖 , 𝑠 + 𝑒𝑖  is random even given 𝑎𝑖

𝐴 ← ℤ2
𝑛×𝑚 𝑠 ← ℤ2

𝑛

≈

• Parameter: #sample 𝑚(𝑛), noise level 𝜇 𝑛 > 1/𝑛

[BFKL93] 



Why NC1 PRF from LPN?
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• Curiosity: DDH [NR97], factoring [NRR02], k-Lin 
[LW09], LWE [BPR12]

• ?

• Plausibly post-quantum secure
• Active area of research
• Equivalent to the search version
• “decoding random linear codes”

LPNNC1 PRF 
• Optimality
• Applications:

• high-end cryptographic primitives 
[ARS+15,MJSC16,BIP+18,BCG+20]

• MPC [DI06,IKOS08,GVW12,BJKL21
• Circuit lower bounds [RR94,MV12]
• Derandomization [NW88,Wil13]
• Learning complexity [Val84,KV94]

NC1 PRF meets LPN 



Our Results

Result 0: Weak PRFs in NC1 from LPN [DJK’25]

Result 1: PRFs in NC1 from Sparse-LPN* [DJK’26]

Result 2: PRFs in NC1 from Ring-LPN* [DJK’26]

Result 3: PRFs in NC1 from quasi-poly LPN [DJK’26]

• LPN noise level: 𝜇 = 𝑛−𝑜 1  noise（𝑛−0.1 < 𝜇 < 0.1）
• Our parameter regime is not known to imply PKE
• First key-homomorphic PRFs in NC1: 𝐹𝑘1+𝑘2

(𝑥) ≈ 𝐹𝑘1
𝑥  + 𝐹𝑘2

𝑥
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……



Revisiting [GGM86] 
PRF is a PRG with exponential stretch
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PRG 𝐺: 0,1 𝑘 → 0,1 2𝑘

G

G

Repeat

𝐺𝑛: 0,1 𝑘 → 0,1 2𝑛𝑘

𝑠

𝐺0(𝑠)

𝐹𝑠(01)

𝐺1(𝑠)



NC1 PRF from PRG via GGM?
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Poly-stretch local PRG 𝐺: 0,1 𝑛 → 0,1 𝑛2

On 𝑥 = 𝑥1, … , 𝑥ℓ , 𝑥𝑖 ∈ [𝑛]:

• ℓ = 𝜔 1  layers suffice (for super-poly domain size)
• If 𝐺 is in 𝑁𝐶0, i.e., constant depth
• Then the depth of PRF is 𝑂 ℓ ?
• 𝑂 ℓ + ℓ ⋅ log 𝑛 = 𝜔(log 𝑛), not in 𝑁𝐶1

select

𝐹𝑠 𝑥 = 𝐺𝑥ℓ
∘ ⋯ ∘ 𝐺𝑥1

(𝑠)



NC1 PRF from PRG via GGM?
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• PRFs in NC1 from: 
• DDH [NR97] 
• factoring [NRR02]
• k-Linear [LW09]
• Ring-LWE [BPR12]
• (Variants of) LPN?

Specific Assumptions



Weak PRFs from LPN [DJK25]

𝐹:  𝒦 × 𝒳 → 𝒴 

𝑠, 𝑎𝑖 + 𝑒𝑖
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Weak PRF: 
𝑟𝑖 , 𝐹𝑘 𝑟𝑖 ≈ (𝑟𝑖 , 𝑢𝑖)



Pseudorandom Functions (PRFs) [GGM86] 
𝐹:  𝒦 × {0,1}𝑛 → 𝒴 

2

• Efficiently computable deterministic function
• Why deterministic?

• Indistinguishable from a random function



Weak PRFs from LPN: Trivial Derandomization

• ෩𝐹𝑠 𝑎𝑖 = 𝑠, 𝑎𝑖 + 𝑒𝑖

• 𝐹𝑠 𝑎𝑖 = 𝑠, 𝑎𝑖

11

෩𝐹𝑠 𝑎𝑖 = 𝐹𝑠 𝑎𝑖   except with prob.  𝜇 ≥ 1/𝑝𝑜𝑙𝑦



Weak PRFs from LPN: Repeat?

𝐹𝑠1
𝑎𝑖 = 𝑠1, 𝑎𝑖

𝐹𝑠2
𝑎𝑖 = 𝑠2, 𝑎𝑖

𝐹𝑠3
𝑎𝑖 = 𝑠3, 𝑎𝑖
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• ෩𝐹𝑠 𝑎𝑖 = 𝐹𝑠 𝑎𝑖   except 1/𝑝𝑜𝑙𝑦
• Apply amplification lemma?

Extractor
• ෩𝐹𝑠 𝑎𝑖 𝑖

≠ 𝐹𝑠 𝑎𝑖 𝑖   w.h.p.



Weak PRFs from LPN [DJK25]
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• We would like ෩𝐹𝑠 𝑎𝑖 = 𝐹𝑠 𝑎𝑖   except negl

• By a union bound, ෩𝐹𝑠 𝑎𝑖 𝑖
= 𝐹𝑠 𝑎𝑖 𝑖  except negl



Weak PRFs from LPN [DJK25]
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• 𝐹𝑠 𝑎𝑖; 𝑟 = 𝑠, 𝑎𝑖 + 𝑒𝑖

𝐹𝑠1
𝑎𝑖; 𝑟1

𝐹𝑠2
𝑎𝑖; 𝑟2

𝐹𝑠3
𝑎𝑖; 0

Recursive 
Derand.

deterministic



Weak PRFs from LPN [DJK25]
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𝐹𝑠1
𝑎𝑖; 𝑟1

𝐹…
ℓ 𝑎𝑖; 𝑟2

𝐹…
ℓ2

𝑎𝑖; 0

Bernoulli Sampler
        S-Ber: 0,1 ℓ → {0,1}

• It works, but why?

𝐹𝑆=(𝑠1,… ) 𝑎𝑖 :



Weak PRFs from LPN: Wolf & Dog
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𝐹𝑠1
𝑎𝑖; ǁ𝑒1 

S−Ber ∘ 𝐹𝑠2
ℓ 𝑎𝑖; ǁ𝑒2 

S−Ber ∘ 𝐹𝑠3
ℓ2

𝑎𝑖; ǁ𝑒3

𝐹𝑠1
𝑎𝑖; 𝑒1

S−Ber ∘ 𝐹𝑠2
ℓ 𝑎𝑖; 𝑒2

S−Ber ∘ 𝐹𝑠3
ℓ2

𝑎𝑖; 0

• ෩𝐹𝑠 𝑎𝑖  is pseudorandom under LPN
• ෩𝐹𝑠 𝑎𝑖 ≠ 𝐹𝑠 𝑎𝑖  with negl. prob.

• Iff “ ≠ ” happens for all layers, i.e., 𝜇′ℓ = 𝑛𝑒𝑔𝑙(𝑛)

 

≠ 0 
w.p. 𝜇′ = 𝑛𝑜𝑛𝑛𝑒𝑔𝑙

= 
w.p. 1 − 𝜇′

= 
w.p. 1

෩𝐹𝑠 𝑎𝑖 : 𝐹𝑆 𝑎𝑖 : 

freshly sampled

= 
w.p. 1



Weak PRFs from LPN: Unrolling Recursion

• Parameter: 𝜇 = 2−ℓ, ℓ = 𝜔 1 , recursion depth 𝜏 = 𝜔(1)

• Secret key: 𝑠, (𝑠1
(1)

, … , 𝑠ℓ
(1)

), … , (𝑠1
(𝜏)

, … , 𝑠ℓ𝜏
(𝜏)

) ∈ ℤ2
n

• On input 𝑎 ∈ ℤ2
𝑛:

• For 𝛼 = 𝜏, 𝜏 − 1, … , 1:

• If 𝛼 = 𝜏: 𝑟(𝜏) ← 𝑎, 𝑠1
(𝜏)

, … , 𝑎, 𝑠ℓ𝜏
(𝜏)

∈ ℤ2
ℓ𝜏

• If 𝛼 < 𝜏:  𝑟(𝛼) ← 𝑎, 𝑠1
(𝛼)

+ 𝑒1
(𝛼)

, … , 𝑎, 𝑠
ℓ𝛼
(𝛼)

+ 𝑒
ℓ𝛼 
(𝛼)

∈ ℤ2
ℓ𝛼

• 𝑒(𝛼−1) ← S−Ber 𝑟(𝛼) ∈ ℤ2
ℓ𝛼−1

      (Applying S-Ber on each length-ℓ block)
• Output 𝑎, 𝑠 + 𝑒(0)
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all inner products of 𝒂, 𝒔  can be done in parallel 

Evaluation Depth: 𝑂 log 𝑛 + 𝜏 log ℓ = 𝑂 log 𝑛



Moving to PRFs
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• 𝐺 𝑠; 𝑟 = 𝑠𝐴 + 𝑒, 𝐴 ∈ 0,1 𝑛×𝑛2

• a poly-stretch “PRG” 𝐺: 0,1 𝑛 → 0,1 𝑛2

• 𝐺 𝑠; 𝑟 𝑖 = 𝑠𝐴𝑖 + 𝑒𝑖

• Via GGM:
𝐹𝑠 𝑥; 𝑟𝑥 = (𝑟𝑥1

, 𝑟𝑥12
) = 𝑠𝐴𝑥1

+ 𝑒𝑥1
𝐴𝑥2

+ 𝑒𝑥12

• Recursive Derandomization:

 
𝐹𝑠 𝑥; 𝑟𝑥1

, 𝑟𝑥12

Important:
• Avoid “Re-randomized” LPN
• Avoid ”Correlated” LPN

𝐹… 𝑥1; 𝑟𝑥1 𝐹… 𝑥12; 𝑟𝑥1
, 𝑟𝑥12

𝐹… 𝑥1; 0 𝐹… 𝑥12; 0, 0𝐹… 𝑥1; 0



A Unified Framework [DJK26]
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A sufficient condition: 
s, 𝐴, 𝑒  

NC1 PRFs
Automatic compilation
(construction & analysis)

Well-Founded Assumptions



A sufficient condition [DJK26]
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1. 𝐴, 𝑠𝐴 + 𝑒 ≈ 𝐴, 𝑢 , 𝐴 = (𝐴1, 𝐴2, … , 𝐴𝑛) ∈ 𝔽𝑛×𝑛2

2. Each column of 𝐴 has sparsity 𝜆𝑜(1)

3. The reachability set of 𝜔(1)-step walk on the 
layered graph induced by (𝐴𝑥1

, … , 𝐴𝑥𝑘
) can be 

computed in O(log 𝜆) depth.

4. The 𝜔 1 -product ς 𝐴𝑥𝑖
 can be computed in 

O(log 𝜆) depth

……

⋅ ⋅



Pseudorandom Functions (PRFs) [GGM86] 
𝐹:  𝒦 × {0,1}𝑛 → 𝒴 

2

• Efficiently computable deterministic function
• Why deterministic?
• Mathematically defined function ⇐ An evaluation algorithm

• Indistinguishable from a random function



Pseudorandom Functions (PRFs)

2

Deterministic function
𝐹:  𝒦 × 𝒳 → 𝒴 

Randomized algorithm 𝐴(𝑘, 𝑥)

Deterministic function
𝐹′:  𝒦 × 0,1 ∗  × 𝒳 → 𝒴 

Randomized function ෨𝐹

Truly random function 𝑅

≈(using assumption)

approximate

induce



A sufficient condition [DJK26]
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1. 𝐴, 𝑠𝐴 + 𝑒 ≈ 𝐴, 𝑢 , 𝐴 = (𝐴1, 𝐴2, … , 𝐴𝑛) ∈ 𝔽𝑛×𝑛2

2. Each column of 𝐴 has sparsity 𝜆𝑜(1)

3. The reachability set of 𝜔(1)-step walk on the 
layered graph induced by (𝐴𝑥1

, … , 𝐴𝑥𝑘
) can be 

approximated in O(log 𝜆) depth.

4. The 𝜔 1 -product ς 𝐴𝑥𝑖
 can be approximated in 

O(log 𝜆) depth

……

⋅ ⋅



A Unified Framework [DJK26]
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A sufficient condition: 
s, 𝐴, 𝑒  

NC1 PRFs
Automatic compilation
(construction & analysis)

Well-Founded Assumptions
• Sparse LPN
• Ring-LPN
• quasi-poly LPN



NC1 PRF from Sparse LPN w.r.t. a sublinear-depth expander
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𝑠𝐴 + 𝑒, 𝐴 = (𝐴1, 𝐴2, … , 𝐴𝑛) ∈ 0,1 𝑛×𝑛2

……
Expander:

 𝜙𝐴: 𝑛2 → 𝑛 𝑑

∀𝑆 ⊆ 𝑛 , 𝑠. 𝑡. 𝑆 ≤ 𝑁, it holds that

𝜙 𝑆 >
1

2
⋅ 𝑑 𝑆

This will imply that 
              any 𝑁 columns of 𝐴 is linearly independent

• Random expander: Requires linear depth to evaluate 𝜙, i.e., 𝑂(log 𝑛) 



NC1 PRF from Sparse LPN w.r.t. a sublinear-depth expander
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𝑠𝐴 + 𝑒, 𝐴 = (𝐴1, 𝐴2, … , 𝐴𝑛) ∈ 0,1 𝑛×𝑛2

• Given an sublinear-depth expander 𝜙𝐴: 𝑛2 → 𝑛 𝑑

• Depth of 𝜙𝐴 is 𝑜(log 𝑛)
• [TUZ01],[GUV09],[KT22]

• 𝜙𝐴𝑖
: 𝑛 → 𝑛 𝑑

• We can traversal the layered graph
• 𝜙𝐴𝑘

∘ ⋯ ∘ 𝜙𝐴𝑥2
∘ 𝜙𝐴𝑥1

𝑖

• 𝜙𝐴𝑖
(𝑗) ≔ 𝜙𝐴(𝑗 + 𝑖 ⋅ 𝑛)

• This gives the reachability set of a 𝑘-step walk (with multiplicity)

• To compute the reachability set: traversal  + deduplicate
• To compute multiplication:  traversal  + counting (mod 2)

……



More on Sparse LPN w.r.t. a sublinear-depth expander
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𝑠𝐴 + 𝑒, 𝐴 = (𝐴1, 𝐴2, … , 𝐴𝑛) ∈ 0,1 𝑛×𝑛2

……
𝜙𝐴: 𝑛2 → 𝑛 𝑑

• [Alekhnovich03]: Conjectured that 
SparseLPN holds w.r.t. any expander (⋆)

• For our results, we only need to assume that
• There exists a sublinear-depth expander for 

each sparse LPN holds. (⋆⋆)
• sublinear-depth v.s. linear depth. 

[MST’19][BLRS’26]
• The attack works for specific choice of the expander.
• “Cautionary counter evidence” that (⋆) might be false
• Compared to: DDH in any group (unconditionally false)



NC1 PRF from Ring-LPN
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1. 𝐴, 𝑠𝐴 + 𝑒 ≈ 𝐴, 𝑢 , 𝐴 = (𝐴1, 𝐴2, … , 𝐴𝑛) ∈ 𝔽𝑛×𝑛2

2. Each column of 𝐴 has sparsity 𝜆𝑜(1)

3. The reachability set of 𝜔(1)-step walk on the 
layered graph induced by (𝐴𝑥1

, … , 𝐴𝑥𝑘
) can be 

approximated in O(log 𝜆) depth.

4. The 𝜔 1 -product ς 𝐴𝑥𝑖
 can be approximated in 

O(log 𝜆) depth

……

⋅ ⋅



NC1 PRF from quasi-poly LPN
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1. 𝐴, 𝑠𝐴 + 𝑒 ≈ 𝐴, 𝑢 , 𝐴 = (𝐴1, 𝐴2, … , 𝐴𝑛) ∈ 𝔽𝑛×𝑛2

2. Each column of 𝐴 has sparsity 𝜆𝑜(1)

3. The reachability set of 𝜔(1)-step walk on the 
layered graph induced by (𝐴𝑥1

, … , 𝐴𝑥𝑘
) can be 

approximated in O(log 𝜆) depth.

4. The 𝜔 1 -product ς 𝐴𝑥𝑖
 can be approximated in 

O(log 𝜆) depth

……

⋅ ⋅



Why NC1 PRF from LPN?
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• Curiosity
• First Key-Homomorphic NC1 PRF
• ?

• Plausibly post-quantum secure
• not known to imply PKE/CRH
• Equivalent to the search version
• “decoding random linear codes”

LPNNC1 PRF 

• Enable high-end cryptographic primitives 
[ARS+15,MJSC16,BIP+18,BCG+20]

• Central measure of complexity 
• [DI06,IKOS08,GVW12,BJKL21]

• Circuit lower bounds [RR94,MV12]
• Derandomization [NW88,Wil13]
• Learning complexity [Val84,KV94]

NC1 PRF meets LPN 



PRFs in the wild 

PRG with exponential stretch “Complicated” Transformation

𝑓 𝑥 = 𝑥𝜋 + 𝑠𝑖𝑛𝑥 +
1

𝑥
+ ⋯

Theoretical constructions: Practical constructions:

31



Substitution-Permutation Networks [Shannon49]

• Key Schedule: srk(𝛼) ← 𝑠, 𝐴𝑥

• S ≔ S-Ber = ς𝑥𝑖

• Linear: 𝐴𝑥
′

32

S-Box

Sample Bernoulli noise
𝑥 ↦ ς𝑥𝑖

𝑥 ↦ 𝑥−1 (AES)
𝑥 ↦ 𝑥3 (MiMC)
…



Open Problem:

33

• Subexponential security?
• Beyond Ring-LPN over cyclotomic rings Z_q[X]/(X^n +1)?

• PRFs in NC1 from LPN?
• More explicit constructions of sublinear-depth expanders?
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